AIR ARABIA GROUP
INFORMATION SECURITY
. AND DIGITAL TRUST POLICY



1. INTRODUCTION AND PURPOSE

Introduction:

Air Arabia PJSC and its subsidiaries (collectively, "Air Arabia” or the “Group”) are committed to protecting the
confidentiality, integrity, and availability of its information assets, operational technology, applications and
software (such as business applications, file servers, email), networks, communication systems and digital
systems and services. As an airline group operating in a highly connected and data-driven environment,
Air Arabia recognizes Information Security (Cyber Security integrated part) as a critical business risk and a
core component of its governance framework.

This public policy statement describes Air Arabia’s overall approach to information security and digital
trust. Itis supported by internal policies, standards, procedures and technical controls that are not publicly
disclosed for security and confidentiality reasons.

+ Internal policies, standards and procedures applicable to users of Air Arabia systems and digital
assets.
+ Internal technical and operational controls implemented by relevant functions.

Purpose:

Air Arabia is committed to integrating Environmental, Social and Governance (ESG) considerations into
its business operations, governance practices and strategic decision-making. This Policy describes the
Group's approach to protecting information assets, digital services, operational technology and personal
data while supporting responsible business conduct, operational resilience and stakeholder trust. Air
Arabia takes into account applicable regulatory requirements and recognised international standards and
guidance, including relevant requirements and guidance of the Dubai Financial Market (DFM) and other
competent authorities.

The policy aims to:

Protect the confidentiality, integrity, and availability of information assets.

+ Strengthen Information Security resilience against evolving threats.

+ Support responsible and sustainable use of technology.
Protect customers, employees, suppliers, and stakeholders from Information security risks.
Promote ethical governance, transparency, and accountability in Information security management.

In managing information security and digital trust, Air Arabia takes into account, as applicable to the
relevant entity, operation, system and jurisdiction:

+ ISO/IEC 27001 information security management principles
PCI DSS requirements applicable to payment account data
+ The NIST Cybersecurity Framework
+ Applicable industry and aviation cybersecurity requirements
+ ICAO/IATA aviation security guidance
- Applicable privacy and data protection laws, including the GDPR, where applicable
+ The UAE Personal Data Protection Law, where applicable
+ India’s Digital Personal Data Protection Act, where applicable

2. SCOPE

This Policy applies across all Air Arabia operations and extends to all individuals, business units, subsidiaries
and entities who access, manage, or process Air Arabia information or systems. This includes employees,
contractors, consultants, and third-party service providers.

It covers all information assets and technology environments, including but not limited to information
systems, applications, databases, networks, digital platforms, cloud services, IT infrastructure, Network



infrastructure, Communication infrastructure and operational technology supporting airline and business
operations.

The Policy also applies to all personal data, confidential information, intellectual property and operational
information processed in connection with Air Arabia’s customers, partners, and other stakeholders, across
all business activities and jurisdictions in which the organisation operates.

3. ESG INFORMATION SECURITY PRINCIPLES

Air Arabia recognises information security as an enabler of its ESG objectives. Through responsible
technology management, protection of stakeholder information, appropriate governance and resilient
operations, the Group seeks to maintain trust, safeguard digital assets and support sustainable business
growth.

Environmental Responsibility

The organization shall:

- Adopt energy-efficient and sustainable technology solutions.

Manage electronic waste responsibly through approved disposal and recycling processes.
+ Optimizeinfrastructure utilization through cloud and virtualization technologies where appropriate.
- Consider environmental risks within business continuity and disaster recovery planning.

Promote sustainable procurement practices when selecting technology vendors.

Social Responsibility

The organization shall:

Protect employee, customer, passenger, supplier, and stakeholder information.
Prevent unauthorized disclosure of personal and sensitive information.
Provide ongoing cybersecurity awareness and training.

Promote digital trust and responsible use of technology.

Ensure accessibility and availability of critical digital services.

Governance

The organization shall:

Maintain Board and executive oversight of cybersecurity risks.

Establish cybersecurity governance structures with defined responsibilities.
+ Conduct regular risk assessments and security reviews.

Monitor compliance with cybersecurity policies and standards.

Report significant cyber risks and incidents to executive management.

4. GOVERNANCE STRUCTURE AND RESPONSIBILITIES

Information security governance at Air Arabia is incorporated into the Group's broader governance and
enterprise risk management processes. The Group maintains defined oversight and responsibilities across
Executive Management, Information Security, Information Technology, business functions, employees and
relevant service providers.

Responsibilities are assigned through internal policies and governance arrangements, including the
following:

* Executive Management - Endorses and approves this policy, sets direction, provides resources,
and oversees the Group's cyber resilience.

* Information Security - Owns and maintains the information security framework, sets standards,
monitors threats and incidents, and reports on security performance and risk.



Group IT Department - Implements and operates approved technology and security controls and
supports incident response, continuity and recovery in accordance with assigned responsibilities.
Business Information Owner - Own and classify their information assets, authorize access, and
ensure controls are applied within their areas.

Business Units & Functions - Comply with this policy, protect the information they handle, and
support security and awareness activities.

All Employees - All employees are required to comply with this policy, protect their credentials and
information, complete awareness training, and report incidents promptly.

5. INFORMATION SECURITY POLICY STATEMENT

Air Arabia is committed to protecting its information assets, technology systems, and data through a
comprehensive Information Security Management approach that incorporates cybersecurity, privacy,
risk management, operational resilience, and third-party security governance. Information security is
embedded within Air Arabia’s corporate governance framework and supports the safe, secure, and reliable
operation of its airline and business activities.

The Group adopts a risk-based approach to identify, assess, manage and monitor information security
risks across its business processes, technology environments and supplier ecosystem. Appropriate and
proportionate administrative, technical and physical safeguards are maintained to protect information
assets against unauthorised access, disclosure, alteration, disruption or loss.

To achieve these objectives, Air Arabia shall:

Maintain an information security management approach informed by internationally recognised
standards, industry practices and applicable legal, regulatory and contractual requirements.
Implement Information security capabilities and controls to identify, protect against, detect,
respond to, and recover from cyber threats and security incidents affecting information systems
and digital assets.

Establish governance structures, policies, procedures, and accountability mechanisms to support
effective information security and cybersecurity management across the organization.
Maintaininventories of Information assets, classifyinformation, identify assetownersresponsible for
security, protect critical assets through appropriate controls. Monitor asset lifecycle management

+ Apply risk-based identity and access management controls, including appropriate authentication,

authorisation, access review and privileged-access safeguards.

Continuously identify, assess, and manage information security and cyber risks in alignment with
Air Arabia’s Enterprise Risk Management framework and defined risk appetite. Risk mitigation
measures are implemented in line with Air Arabia’s risk appetite and include preventive, detective,
and corrective controls.

Monitor emerging threats and vulnerabilities and implement preventive, detective, and corrective
controls to strengthen organizational resilience.

Maintain dedicated Information Security responsibilities for security governance, cyber risk
oversight, security monitoring, incident response, vulnerability management, regulatory
compliance, and continual improvement of security controls.

Protect customer, employee, supplier, business partner, and stakeholder information throughout
its lifecycle.

Support business continuity and operational resilience through effective security incident
management, recovery planning, and regular testing of critical security capabilities.
Conduct IT Security awareness training, deliver targeted training for privileged users. Educate
employees regarding phishing, social engineering, ransomware, and emerging threats. Measure
training effectiveness through exercises and assessments.

+ Incorporate appropriate security and privacy considerations into the lifecycle of systems,

applications, cloud services and emerging technologies.



- Apply appropriate secure-development, testing and vulnerability-management practices before
production deployment.

+ Conduct periodic security assessments, audits, and reviews to evaluate compliance with applicable
policies, standards, and regulatory obligations.

+ Maintain Business /Service Continuity Plans (BCP)/Procedures and Disaster Recovery plans (DRP).
Protect critical business services from disruptions.

Air Arabia is committed to fostering a culture of security awareness, accountability, and continual
improvement to strengthen information security, cybersecurity resilience, regulatory compliance,
stakeholder trust, and the sustained protection of its business operations and information assets.

6. INFORMATION SECURITY GUIDING PRINCIPLES
The Group's approach to Information Security is built on a small number of clear principles:

+ Confidentiality, Integrity and Availability: Information and systems are protected so they remain
confidential, accurate and available when needed.

+ Least Privilege and Need-to-Know: Users are given only the access they need to do their job, and
only when they need it. Segregations of Duties (SoD) methodology.

+ Security and Privacy by Design: Security and privacy are considered from the start when adopting
new systems, services or processes.

+ Risk-Based: Investment and controls are prioritized according to business risk.

+ Shared Responsibility: Protecting information is everyone's responsibility - staff, contractors, and
partners alike.

+ Continuous Improvement: Security capabilities are reviewed and improved as threats and
technology evolve.

7. INFORMATION CLASSIFICATION

Air Arabia classifies and handles information according to its sensitivity, business value and the potential
legal, operational, financial or reputational impact of unauthorised access, disclosure, alteration, loss
or destruction. Appropriate handling, access, retention and disposal controls are applied based on the
relevant classification and associated risk.

Information owners are responsible for applying the Group's internal information-classification and
handling requirements. Detailed classification levels and handling instructions are maintained in internal
standards and are not reproduced in this public Policy.

CLASSIFICATION
LEVEL

DESCRIPTION OF
INFORMATION

‘ EXAMPLES

Information that can be freely
released to the public. Disclosure
does not pose any risk to the
Company’s operations, reputation,
financial position. This information
may be freely shared externally.

Content on airarabia.com,

marketing brochures, published job
advertisements, publicly available
annual reports, approved social media
posts

External - General

Information that needs to be made
freely available to all staff but not
open to the public outside The
Company. Such information would
not cause material damage to the
Company if accidentally released.

Open content on SharePoint, internal
announcements, general operational
guidelines

Internal - General




Sensitive business information
that is restricted to authorized
personnel. Information that could
Confidential - Internal | have a serious adverse effect

on the organization if disclosed,
altered, or destroyed without
authorization.

Financial budgets, management
reports, employee personal data
(HR files), payroll and remuneration
details, customer records, supplier
contracts, pricing information,
Payment Card data

Highly sensitive information.
Access is strictly limited to
explicitly authorized individuals.

! . Strategic business plans, merger and
) ) Unauthorized disclosure could cause A . :
Confidential - External acquisition information, legal case files,

severe financial loss, legal liability, . I .
. o regulatory investigation materials
regulatory penalties, competitive

disadvantage, or significant
reputational harm.

8. DATA PRIVACY AND DATA PROTECTION

Air Arabia is committed to protecting personal and confidential information throughout its lifecycle
and to respecting the privacy rights of employees, customers, suppliers, business partners and other
stakeholders. Further information regarding the processing of personal data is available in Air Arabia'’s
Privacy Policy at https://www.airarabia.com/en/about-us/privacy-policy.

As part of its ESG and governance commitments, Air Arabia seeks to ensure that personal data is
processed lawfully, fairly, transparently and proportionately, applying applicable purpose-limitation, data-
minimisation, accuracy, security and retention principles.

Air Arabia maintains procedures for managing data subject requests, including requests for access,
correction, deletion, restriction, objection, portability and withdrawal of consent, to the extent provided
under applicable law, and responds within the timeframes required by applicable law. The Group also
maintains procedures for responding to personal data breaches and periodically reviews its privacy
governance practices.

9. THIRD PARTY AND SUPPLIER SECURITY

Air Arabia applies a risk-based approach to managing third-party cybersecurity risks as part of its broader
Information Security risk governance framework. Security is therefore considered across the supplier
relationship, assessing risk before granting access, setting clear security and privacy obligations in
contracts, monitoring critical suppliers, and requiring prompt notification of any incident that could affect
the Group.

Recognizing the importance of third-party and supply chain security, Air Arabia shall integrate information
security due diligence throughout the supplier lifecycle by:

Performing risk-based supplier assessments considering factors such as geographic location,
industry sector, data access, service criticality, and overall risk exposure.
+ Conducting supplier screening and verification activities, including compliance, security, privacy,
and ESG-related reviews where applicable.
Embedding security and due diligence requirements into supplier onboarding, evaluation,
contracting, and ongoing monitoring processes.
Requiring suppliers and service providers to implement and maintain appropriate information
security controls that are commensurate with the risks associated with the services provided.
+ Conducting risk-based supplier reviews, assurance activities or audits, where appropriate, to



assess continued compliance with applicable security standards, contractual requirements and
regulations.

Requiring timely remediation and corrective action plans where security deficiencies, control gaps,
or non-compliance issues are identified.

Escalating significant or persistent non-compliance in accordance with established governance
processes, which may result in suspension, restriction, or termination of the supplier relationship
as permitted under contractual obligations.

10. COMPLIANCE AND ENFORCEMENT

Compliance with this policy is mandatory for all users. Non-compliance may lead to disciplinary action
under the Employee Handbook/ Employment contract, or to contractual action for third parties. The
Group monitors its systems and data use to detect and prevent malicious activity, while respecting user
and customer privacy.

Any exception to this policy must follow the IT exception management process and be formally approved.

Reporting Security Concerns

Air Arabia encourages customers, partners and security researchers to report suspected security
vulnerabilities affecting Air Arabia’s digital services through the reporting channel designated on its website.
Reports should include sufficient information to enable assessment and must not involve unauthorised
access, disruption, alteration or extraction of data. Air Arabia will assess reports in accordance with its
internal security procedures.

Status of this Policy

This Policy is a statement of Air Arabia’s general approach to information security and digital trust. It does
not form part of any contract, create any contractual or other legal right, or constitute a guarantee that
security incidents will not occur. Air Arabia may update this Policy periodically to reflect changes in its
operations, technology, risk environment and applicable requirements.

11. POLICY REVIEW CYCLE

This Policy is reviewed periodically and may be updated following material business, technology, regulatory
or threat changes.



12. DEFINITIONS

TERM \ MEANING

Information

IT Asset means the technology components used for capturing, processing,
transmitting, and storing Company information. These include servers, laptops,
mobile devices, network channels and equipment, Applications, datacentre,
storage, etc. that supports Group's operations

Business Information Owner means a named person (usually the head of a

Technology function) who is responsible for the IT Asset. A Business Information Owner may
(IT) Asset delegate responsibility for implementing controls such as IT Asset classification

and access management but will retain accountability for the IT Asset.
Business Personal Data means any information relating to an identified or identifiable
Information natural person (Data Subject). This includes names, addresses, phone numbers,
Owner passport details, and IP addresses.

Personal Data

Confidentiality means ensuring that IT Assets are accessible only to those who
are authorized to have access.

Confidential
Information

User means any person or organization (excluding consumers connecting via
B2C channel), who operates or interacts directly or indirectly with the Company
IT Assets. Internal Users include persons classified as The Company staff, The
Company contractors, or contingent workers employed directly by or retained
by the Company. External Users include suppliers, business partners, vendors,
Third Party service providers their employees, and their agents who interact
with any IT Asset.

User

An external entity with whom The Company has, or, where the context permits,
intends to have, a contractual relationship. This also includes any employees,
contractors, subcontractors, or agents (authorized employees) whose services
are used by the Third Party to meet their contractual obligations to The Company.

Third Party

An IT Security Incident means an event or action that may compromise the
Confidentiality, Integrity, or Availability of an IT Asset of the Company. It is
also defined as a failure of safeqguards implemented to secure IT Assets. Some
examples (but not limited to) of possible IT Security Incident categories include:

Incident /
IT Security
Incident

Account lockouts, Failed login attempts, Compromise of passwords, Denial of
Service attacks ,Loss of access control ,Spam Virus, worms, or malicious code
found on an IT Infrastructure component ,Defacement of any website - intranet
as well as internet ,An incident on or involving a security technology

ISA

Information Systems Associates FZE, a technology services company within the
Air Arabia Group.

PCI-DSS

The Payment Card Industry Data Security Standard (PCI DSS) is an information
security standard for organizations that handle branded credit cards from
major card schemes. The PCI Standard is mandated by the card brands but
administered by the Payment Card Industry Security Standards Council. The
standard was created to increase controls around cardholder data to reduce
credit card fraud.
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